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1. What is PAIA?

"PAIA" refers to the Promotion of Access to Information Act, 2000. It allows people to access
information held by the State and by certain private bodies when they need it to exercise or protect
their rights.

The Information Regulator, established under the Protection of Personal Information Act, 2013 ("POPI
Act" or "POPIA"), has published a guide on how to use PAIA, including how a person can access their
own personal information in terms of the POPI Act. The guide is available in all official languages at
https://inforegulator.org.za/paia-guidelines/.

2. What is this PAIA Manual?

This PAIA Manual is for Auxo Digital (Pty) Ltd, a private company incorporated in South Africa with
registration number 2024/374541/07, with our registered address at 6 Hoggs Bay Close, Kyalami,
Johannesburg, 1684, South Africa. In this document, we are referred to as "the Company", "we" or
"us".

In terms of PAIA, all public and private bodies must have a PAIA Manual. A PAIA Manual explains what
information a body holds and how you can ask for access to it.

How to request a record

How to ask for information is set out in the Information Regulator's guide, linked in section 1. In short:

1. Complete Form 2 (Request for Access to Record), available at https://inforegulator.org.za/wp-
content/uploads/2020/07/InfoRegSA-PAIA-Form02-Reg7.pdf. This is the form prescribed by
Regulation 7 of the PAIA Regulations.

2. Send it to our Information Officer at jabu@auxo.digital, together with satisfactory proof of your
identity. If you are asking on behalf of another person, include proof that you are authorised to do
so.

3. We will tell you the outcome of your request, together with any fees payable, substantially in the
form of Form 3 (Outcome of Request and of Fees Payable), available at
https://inforegulator.org.za/wp-content/uploads/2020/07/Form-3-PAIA.pdf, in accordance with
Regulation 8 of the PAIA Regulations.

Both forms are linked directly from this manual and from our PAIA manual page, which is linked in our
website footer, so you do not need to search for them.
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3. What is the purpose of this PAIA Manual?

This PAIA Manual helps the public to:

check the categories of records we hold that are available without having to submit a formal PAIA
request;
understand how to make a request for access to a record, by describing the subjects on which we
hold records and the categories of records held on each subject;
know which of our records are available in terms of other legislation;
find the contact details of our Information Officer, who will assist with requests for access;
know about the Information Regulator's guide on how to use PAIA, and how to obtain it;
know whether we process personal information, why we process it, and the categories of data
subjects and of personal information concerned;
know the recipients, or categories of recipients, to whom personal information may be supplied;
know whether we transfer or process personal information outside South Africa, and to whom; and
know whether we have appropriate security measures to protect the confidentiality, integrity and
availability of the personal information we process.

4. Company overview

The Company is a software and AI company based in Johannesburg, South Africa. We build custom
software and AI platforms for our clients, provide related digital and agency services, and run our own
software products, such as Mema, our events platform.

5. Contact information

Head of the private body Oz Razak, Director

Information Officer Njabulo (Jabu) Mthombeni (acts for the head of the Company)

Email address jabu@auxo.digital

Telephone number (business
hours)

+27 78 239 6261

General email info@auxo.digital

Physical address 6 Hoggs Bay Close, Kyalami, Johannesburg, 1684, South
Africa

Website https://www.auxodigital.africa

The Information Regulator

If you are unhappy with how we dealt with your request, or with how we process your personal
information, you may contact the Information Regulator:
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Complaints email: complaints.IR@justice.gov.za
Website: https://inforegulator.org.za

6. Records available without a formal request

The following are available on our website without a PAIA request:

our Privacy Notice: https://www.auxodigital.africa/privacy; and
this PAIA Manual, as a web page (https://www.auxodigital.africa/paia) and as a PDF
(https://www.auxodigital.africa/legal/auxo-digital-paia-manual.pdf).

7. Records available in terms of other legislation

We keep records as required by the legislation that applies to us, including:

the Companies Act, 2008;
the Income Tax Act, 1962;
the Tax Administration Act, 2011;
the Basic Conditions of Employment Act, 1997;
the Labour Relations Act, 1995;
the Unemployment Insurance Act, 2001;
the Unemployment Insurance Contributions Act, 2002;
the Skills Development Levies Act, 1999;
the Compensation for Occupational Injuries and Diseases Act, 1993;
the Electronic Communications and Transactions Act, 2002; and
the Protection of Personal Information Act, 2013.

8. Records we hold

We hold the categories of records described below. We may have to refuse access to certain records
in terms of PAIA, for example to protect our confidential or commercial information, a client's
confidential information, or someone else's privacy.

Subject Categories of records

Company records Incorporation documents; Memorandum of Incorporation; shareholder and
director information as required by the Companies Act, 2008; minutes and
resolutions; statutory registers

Financial records Financial statements and accounting records; banking records; invoices sent
to clients; invoices received from service providers and suppliers

Tax records Tax returns; records related to PAYE, UIF, SDL and COIDA

mailto:complaints.IR@justice.gov.za
https://inforegulator.org.za/
https://www.auxodigital.africa/privacy
https://www.auxodigital.africa/paia
https://www.auxodigital.africa/legal/auxo-digital-paia-manual.pdf


Subject Categories of records

Employee and
contractor records

Employment contracts and contractor agreements; copies of identity
documents; salary and payment records; leave records; confidentiality and
POPIA acknowledgements

Client records Client contracts, proposals and statements of work; client identification and
verification (FICA) information, where collected; invoices and billing
statements sent to clients; client correspondence

Project and source
records

Project plans, specifications and designs; source code and its version
history; deployment, change and support records; project correspondence

Product records Product user accounts (such as name, email address and sign-in records);
content users create in our products (such as events, registrations, answers
to host questions and uploaded photos); messaging opt-in and opt-out
records; product logs

Supplier and
operator records

Supplier agreements; operator agreements and data processing agreements;
supplier invoices

Website and
marketing records

Contact-form enquiries; website analytics (collected only after consent);
marketing contact lists and unsubscribe records

Information
technology and
security records

Access and audit logs; backup records; security incident records

Privacy and PAIA
records

PAIA requests and outcomes; POPIA requests, objections and complaints;
Information Officer registration

9. Processing of personal information

9.1 Purpose of processing

In our capacity as a Responsible Party for purposes of the POPI Act, we process personal information
in our records in accordance with the POPI Act:

Service providers: where you are our service provider, we process your personal information to
onboard you on to our systems for operational and accounting purposes.

Clients: where you are our client, we process your personal information in order to render services
to you.

Employees and contractors: where you work for us, we process your personal information to
manage the working relationship, pay you, and meet our obligations under tax and labour law.
Website visitors: where you visit our website, we process your personal information to answer
your enquiries, keep the website secure and working and, only if you accept analytics cookies, to
understand how the website is used.



Product users: where you use one of our products, we process your personal information to
provide that product to you, as described in the product's privacy add-on to our Privacy Notice.

9.2 Categories of data subjects and personal information

Data subjects Personal information

Clients and
prospective clients,
including their staff
contacts

Names and contact details; company details; contracts; billing and tax
information; project correspondence; verification (FICA) information, where
collected

Employees and
contractors

Names; identity numbers; contact details; banking details; tax numbers;
salary and payment information; leave records

Service providers
and suppliers

Names and contact persons; contact details; banking details; tax and VAT
numbers; contracts and invoices

Website visitors Details entered in our contact form; messages typed or spoken into the
website's AI chat (spoken replies are produced by ElevenLabs; voice input
is transcribed by the visitor's own browser); technical information such as
IP address, browser type and pages visited; analytics information, only
after consent

Product users (such
as Mema hosts and
guests)

Account details (such as name and email address); optional phone number
with WhatsApp opt-in; event registrations and answers to host questions;
uploaded event photos; co-host invitations; host organisation details;
messaging records

9.3 Recipients of personal information

We share personal information only as follows:

Personal information Recipients

Employees' and contractors'
personal information

SARS; our external accountants; the Department of
Employment and Labour, where required

Tax information of clients,
employees and service providers

SARS; our external accountants and auditors

Client, employee and service
providers' personal information

Our external accountants, for accounting purposes; our
operators (see section 9.4), only to provide their services to us

Website visitors' and product
users' personal information

Our operators (see section 9.4), only to provide their services
to us

Apart from SARS, our auditors and others where the law requires it, and LinkedIn only if a website
visitor accepts marketing cookies, we do not share personal information with third parties who use it



for their own purposes. Otherwise we share personal information only with our operators, and with our
accountants where our accounting obligations require it.

9.4 Operators and transborder flows of personal information

We use hosting, storage and other service providers that process personal information only on our
instructions. Under the POPI Act they are our operators. Each operator must have a written contract
with us, usually its data processing agreement, that regulates how it acts as our operator.

Some of our operators process personal information outside South Africa. Section 72 of the POPI Act
applies to these transfers, even though the recipient is an operator. We transfer personal information
outside South Africa only where the recipient is subject to a law, binding corporate rules or a binding
agreement that provides an adequate level of protection, substantially similar to the conditions for
lawful processing in the POPI Act, including rules on the further transfer of the information to other
countries; or where another ground in section 72 applies.

Operator What they do for us Where the data is processed

Vercel Inc. Hosting for our website and products, and
cookie-free usage analytics

United States, with a global edge
network (some of our apps run in
the Cape Town region)

Google (Google
Cloud)

Firestore databases for our products;
Google Maps Places for venue search in
Mema; Google Analytics 4 on our website,
only after you accept analytics cookies

Product databases in South Africa
(africa-south1, Johannesburg);
Maps and Analytics: United States
and global

Cloudflare, Inc. R2 file storage, Turnstile bot protection on
forms, and scheduled background jobs
(Workers)

File storage in the European Union
(Western Europe); Turnstile and
Workers: global network

Resend Transactional email, such as contact-form
submissions and product notifications

United States

Meta Platforms
(WhatsApp
Business)

WhatsApp messages you have opted in to
receive from our products

United States and global

Microsoft Microsoft 365 email and office tools;
Microsoft Clarity on our website, if
enabled and only after you accept
analytics cookies

Microsoft cloud data centres

Anthropic AI features in our products United States

OpenRouter Routes messages you type into the AI
chat on our website, and requests from AI
features in our products, to the AI model
that answers them

United States



Operator What they do for us Where the data is processed

ElevenLabs Turns the website assistant's replies into
speech, unless you mute it

United States

PostHog Product analytics on our website, only
after you accept analytics cookies

European Union

LinkedIn LinkedIn Insight Tag for advertising, only if
enabled and only after you accept
marketing cookies

United States and global

9.5 Security measures

We take appropriate, reasonable technical and organisational measures to protect the confidentiality,
integrity and availability of the personal information we process, as required by section 19 of the POPI
Act.

Technical measures

Encryption of personal information in transit (TLS) and at rest.
Least-privilege access: people and systems get only the access they need.
Single sign-on (SSO) on our business systems, with multi-factor authentication (MFA) being rolled
out.
Passwords, keys and other secrets kept in a secrets manager, not in code or documents.
Audit logs of access to, and changes in, our systems.
Regular backups of the systems that hold personal information.

Organisational measures

POPIA training for our team.
An incident response process, including notifying the Information Regulator and affected people of
a security compromise as section 22 of the POPI Act requires.
Written operator contracts with every service provider that processes personal information for us.
Confidentiality obligations in our employment and contractor agreements.
Regular review of our security controls and related processes.

10. Availability of this PAIA Manual

This PAIA Manual is available:

on our website, as a web page: https://www.auxodigital.africa/paia;
as a PDF download: https://www.auxodigital.africa/legal/auxo-digital-paia-manual.pdf; and
for inspection at our head office during normal business hours, on request to our Information
Officer.
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A fee for a copy of the PAIA Manual, as prescribed in the PAIA Regulations, is payable for each A4
photocopy.

11. Updates to this PAIA Manual

We review this PAIA Manual regularly and update it when our records or processing change. The
version number and date at the top show when it was last updated.
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